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(54) Remote nnonltoring and control of HVAC devices 



(57) A system for remotely monitoring and control- 
ling an HVAC device (14) includes a server (12) which 
receives queries from an entry device (1 0) and data from 
the HVAC device (14). Databases with Information re- 
garding the location and status of the HVAC devices re- 
side on the server (12), as does a user name / password 
file, Instead of in the entry device (1 0) or the HVAC con- 



troller Connection is provided over various communica- 
tions links including the Internet, POTS, and GSM net- 
works. A user with an entry device (10) such as a hand- 
held computer or cell phone using wireless access pro- 
tocol (WAP) can change settings, o^ifmiiagnestkjiinsi 
^mnation^and receive alamn messages about a plurality 
of HVAC devices (14), 
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Description 

[0001] This invention relates to connecting to HVAC 
(Heating. Ventilation. Air Conditioning) units, and in par* 
ticular, to monitoring and controlling HVAC units via the s 
Internet and orthe GSM (Global System for Mobile) Net- 
work. 

[0002] HVAC equipment is becoming more and more 
automated. Along with this automation comes the desire 

Data controllers for furnaces and air conditioning equip- 
ment are frequently "smart" devices capable of trans- 
mitting data including alarms to a targeted device. This 
targeted device may be a dedicated computer or a com- 
puter Identified for receiving the communications from '5 
the particular HVAC device. In either case, the targeted 
computer is the end of the communication link as op- 
posed to any further routing of the communication. A 
need exists to have the ability to monitor and control 
HVAC devices from other than the device itself or a re- 
mote computer in a central location. 
[0003] Briefly stated, a system for remotely monitor- 
ing and controlling an HVAC device includes a server 
wfef?¥eeewsj<|ufiae&J*^^ 

f r^fnWeTiVj^cC'Be^ The server is operative to form 25 
a communication link between the entry device and the 
HVAC device so as to allow data transfer to take place 
pursuant to the query. The server preferably forms the 
communication link using a database of information 
which resides on the server and includes the location 30 
and status of the HVAC devices, as does a user name 
/ password file, instead of in the entry device or the 
HVAC controller. Connection is provided over various 
communications links including the Internet, POTS, and 
GSM networks. A user with an entry device such as a 35 
handheld computer or cell phone using wireless access 
protocol (WAP) can change settings, obtain diagnostic 
infomriation, and receive alarm messages about a plu- 
rality of HVAC devices. 

[0004] According to an embodiment of the invention, 40 
a system for remotely monitoring and controllirig at least 
one HVAC device includes a server with communica- 
tions access to an entry device and the at least one 
HVAC device; querying means for querying the at least 
one HVAC device for status infonnation on a regular ba- ^5 
sis or when requested by a message from the entry de- 
vice; end means for sending the status information to 
the entry device in response to the querying. 
[0005] According to an embodiment of the invention, 
a system for remotely monitoring and controlling at least 50 
one HVAC device Includes a server with communica- 
tions access to an entry device and the at least one 
HVAC device; querying means for querying the at least 
one HVAC device for status infomiation when requested 
by a message from the entry device; means forsending 55 
the status information to the entry device in response to 
the querying means; means residing in the server for 
checking for messages from the at least one HVAC de- 



vice; means residing in the server for sending an alarm 
message to the entry device when an alarm message 
is received from the at least one HVAC device; means 
for automatically sending alarm messages from the at 
least one HVAC device through the server to the entry 
device; a database in the server relating to a status of 
the at least one HVAC device; means for automatically 
updating the database on a regular basis in the absence 
of the message from the entry device; and means for 
changing settings on the at least one HVAC device from 
the entry device. 

[0006] According to an embodiment of the invention, 
a method for remotely monitoring and controlling at least 
one HVAC device includes the steps of (a) providing a 
server with communications access to an entry device 
and the at least one HVAC device; (b) querying the at 
least one HVAC device for status infonnation when re- 
quested by a message from the entry device; and (c) 
sending the status Infomnation to the entry device in re- 
sponse to the querying means. 
[0007] According to an embodiment of the invention, 
a method for remotely monitoring and controlling at least 
one HVAC device includes the steps of (a) providing a 
server with communications access to an entry device 
and the at least one HVAC device; (b) querying: the at 
«least-'6netH VAC devlceior status^injomia^^^ 
u lat-basis^or-i wHerFt^est'ed'by 
eQtryjidevrce; (c) sehdirig the statuis Information to the 
finjry device tin resppnse.to the querying; (dji cheeking 
fawnessagegVromnhesatdeastuQB^^^ (e) 
autpmatteally i/^^^^ .databa|(5 In.ttiesjeiypr.rejatingi^ 
to^a^tatusipi^'elt 

basjs inthe absencje^bf tha;^ / 
vice;^and (f) changing settings on the at least one HVAC 
device from the entry device. 

[0008] A preferred embodiment of the invention will 
now be described, by way of example only, with refer- 
ence to the accompanying drawings in which: 
[0009] Fig. 1 shows a block diagram of the hardware 
used according to an embodiment of the Invention. 
[0010] Figs. 2A-2B show a flow chart of an entry de- 
vice program according to an embodiment of the inven- 
tion. 

[001 1 ] Fig. 3 shows a flow chart of an interface sub- 
routine used in an embodiment of the Invention. 
[0012] Fig. 4 shows a flow chart of an HVAC device 
program according to an embodiment of the invention. 
[0013] Fig. 5 shows a flow chart of a server program 
according to an embodiment of the invention. 
[0014] Fig. 6 shows an example of a user database 
structure used in an embodiment of the invention. 
[0015] Fig, 7 shows an example of a unit database 
structure used in an embodiment of the invention. 
[0016] Referring to Fig. 1 , an entry device 1 0 such as 
a WAP (Wireless Access Protocol) cell phone, a hand- 
held computer, or a PDA (Personal Data Assistant) con- 
nects to a server 12 either via the Internet or a GSM/ 
Internet interface. Entry device 10 Is any device that al- 
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lows a user to enter or receive data, whether over wire- 
less or wired communication paths. Server 12 in turn is 
connected to an HVAC device 14 through the Internet 
and/or some other communication linksuch as the GSM 
Network or POTS (plain old telephone system) network. 
A user uses entry device 1 0 to access diagnostic or sta- 
tus Information relating to HVAC device 14. Typical us- 
ers Include an individual owner who wishes to change 
a setpoint, a service technician who wishes to check di- 
agnostic Infonnation, or a building supervisor who wish- 
es to control a number of devices. 
[0017] Referring to Fig. 2, an example of a program 
in entry device 10 is shown. The program begins by dis- 
playing a menu requesting input for a user name and 
password in step 210. In step 212, the program checks 
for entries. If no entries are received, the program cycles 
back to step 210. If entries are received, the entries are 
read in step 21 4 and sent to server 12 in step 21 6, after 
which an interface subroutine (Fig. 3) is invoked in step 
218. The interface routine looks for messages from the 
server and returns control to the entry device program 
when a non-alarm message is received. After program 
control is passed back from the interface subroutine, the 
server message is checked in step 220 to see if the mes- 
sage consists of a list of units. The list of units differs 
depending on the user name, e.g., a homeowner only 
receives the units In his or her home, while a building 
supervisor receives the units under his supervision. 
[0018] If the message consists of a list of units, the list 
of units is displayed in step 222. if not, control returns 
to the beginning of the program. In step 224, the pro- 
gram looks for input to see if one of the units displayed 
in step 222 is selected. Until a unit is selected, other 
system processing occurs. Once a unit is selected, a 
display option menu is displayed in step 225. The menu 
options are read in step 227. These options are shown 
in steps 228, 238, 244, and 254. If none of these options 
are chosen, other system processing occurs in step 258 
and program control reverts to step 225. 
[0019] When unit infonnation should be displayed in 
response to the question of step 228. the unit infomna- 
tion is requested from server 12 in step 230. Program 
control then enters the interface subroutine in step 232. 
After control Is passed back from the interface subrou- 
tine, the server message is checked in step 234 to see 
if it is the unit information requested. If so, the unit infor- 
mation, such as the room temperature, set point infor- 
mation, status of operabiiity of certain components of 
the HVAC device as may be noted In Fig. 7. is displayed 
In step 236 and program control goes to step 225 after 
a back button is pressed in step 237. 
[0020] When there is a change to the unit information 
in response to the question of step 238, the changed 
unit Information is read in step 240 and the changed in- 
formation sent to server 12 in step 242, after which pro- 
gram control goes to step 225 after the back button is 
pressed in step 237. 

[0021] When diagnostic information should be dis- 



played in response to the question in step 244, a mes- 
sage is sent to the server in step 246, after which the 
interface subroutine is invoked in step 248. After control 
is passed back from the interface subroutine, the server 

5 message Is checked In step 250 to see if it is the diag- 
nostic information requested. If not. steps 246, 248, and 
250 are repeated. If so, the diagnostic infonnation is dis- 
played in step 252 and program control goes to step 225 
after the back button is pressed in step 237. 

10 [0022] When the user chooses to exit in step 254, an 
exit message is sent to server 12 in step 256 and the 
user exits the program in step 260. 
[0023] Referring to Fig. 3, the interface subroutine 
checks for a communication from server 12 in step 310. 

IS If no message, t^aBaEog^ggggbeeks in step 318 to see 
if the server connection has timed out. If so, the subrou- 
tine exits in step 320. If the server connection has not 
timed out, other processing occurs In step 322, after 
which the subroutine returns to step 31 0 to look for com- 

20 municatlons from server 12. If a message is received 
from server 12, it is checked in step 312 to see if it is an 
alarm message. If so, the alann message is displayed 
in step 316 after which the subroutine returns to step 
310. If the message Is not an alarm message, the sub- 

25 routine passes control back to the primary program in 
step 314. 

[0024] Referring to Fig. 4, an example of a program 
In HVAC device 14 is shown. In step 410, the program 
checks to see if a request for unit infonnation has been 

30 received from server 1 2. If so, the unit infonnation is sent 
to server 1 2 in step 412, after which the program returns 
to step 41 0. If no request for unit infonnation Is received, 
the program checks to see if a request to change the 
unit information has been received in step 41 4. If so, the 

35 unit infonnation is changed in step 416, after which the 
program returns to step 410. If not, the program checks 
In step 41 8 to see if a request for diagnostic information 
is received, and if so, the diagnostic infonnation is sent 
to server 12 in step 420. If not, the program checks for 

40 any alanns in step 422. If alanns are present, an alarrh 
message is sent to server 12 In step 424. If no alarms 
are present, the program returns to step 410. 
[0025] Based on the Infonnation in the database (Fig. 
7), server 12 detennlnes where and how to send an 

45 alarm message to a user or other program. The alarm 
method indicates how the alarm message will be sent, 
while the alarm data indteates the destination address 
or phone number where the alarm message is sent«MuK 
tiple'addresseessareioptionai^ 

so [0026] Referring to Fig. 5, an example of a server pro- 
gram is shown. In step 510, server 12 checks to see if 
a message has been received. If not, the program waits 
at step 510 until a message is received. Once a mes- 
sage is received, it is checked in step 512 to see If It is 

55 from a user, and if not. It Is checked in step 540 to see 
if it is an alamri message from a unit. If not, control pass- 
es back to step 510. If it is an alarm message, the unit 
database is updated in step 542, after which the data- 
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base Is queried for alarm transmission methods in step 
544. In step 546, the alarm message is transmitted via 
the alarm transmission methods, after which program 
control goes back to step 510. 
[0027] If the message In step 512 Is from a user, the 
message is checked in step 514 to see if the message 
contains the user name and password. If not, the pro- 
gram reverts to step 51 0. If so, the user database is que- 
ried in step 516 for the password associated with the 
user name. If the password and name don't match in 
step 518, the program reverts to step 510. If there is a 
match, the database is queried In step 520 for the HVAC 
units associated with the user name. A valid unit list Is 
sent back in step 522. Then, in step 524, server 12 
checks to see if a message has been received to display 
unit information such as that shown in Fig. 7. If so, the 
database is queried In step 526 for the unit infomnatlon, 
after which the unit information is sent in step 528 and 
control passes to step 524. 

[0028] In step 530, se rve&d- 2xhecksao.^eeJLa >mesr 
sB§eJ)a&4)8en«f«cefved^osdt6piay«£ya 

tigft'^suchgascthat^showjQJo^Bg.r.^vlf so, the database is 
queried in step 532 for the diagnostic information, after 
which the diagnostic information is sent in step 534. 
Control then passes to step 524. 
[0029] In step 537, server 1 2 checks to see if a mes- 
sage has been received to change unit infonnatlon such 
as that shown in Fig. 7. If so, the database is updated 
in step 537, after which a message is sent to the unit In 
step 539. Control then passes to step 536. 
[0030] In step 536, server 12 checks to see if an exit 
message has been received, and if so, the program 
stops. If not, control passes to step 524. 
[0031 1 Referring to Fig. 6, an example of the user da- 
tabase Is shown. The user name is stored along with the 
user password and the information regarding which 
units are associated with the user name. 
[0032] Referring to Fig. 7, an example of the unit da- 
tabase is shown. The items shown In the unit database 
are not meant to be limiting. The unit name is followed 
by the phone number, the power status, the mode sta- 
tus, the room temperature, the setpoint, the fan speed, 
the louver position, the timer status, dtagnoeticmessag* 
^ alarm methods (which can include multiple alann 
methods per unit), and the alarm data for sending an 
alarm message by one of the alamn methods. Status In- 
formation on the HVAC devices which is contained in 
the unit database is either updated on a regular basis 
or when requested by a message from the entry device. 
That is, status information can be sent to the server by 
the HVAC controller on a regular basis, or the server can 
request the status information from the HVAC controller 
on a regular basis, in addition to or in place of the server 
requesting status information In response to a message 
from the entry device. The structure of the database is 
preferably changeable by a system administrator so as 
to add or delete fields monitored or controlled through 
the server. 



[0033] While the present invention has been de- 
scribed with reference to a particular preferred embod- 
iment and the accompanying drawings, it will be under- 
stood by those skilled in the art that the invention is not 
s limited to the preferred embodiment and that various 
modifications and the like could be made thereto without 
departing from the scope of the invention as defined in 
the following claims. The invention may also be applied 
to refrigeration devices. 

10 

Claims 

1 . A system for remotely monitoring and controlling at 
'5 least one HVAC device (14), comprising: 

a server (1 2) with communications access to an 
entry device (10) and said at least one HVAC 
device (14); 

20 querying means for querying said at least one 

HVAC device for status infomnation on a regular 
basis or when requested by a message from 
said entry device; and 

means for sending said status Infonnation to 
2S said entry device in response to said querying. 

2. A system according to claim 1 , further comprising: 

means residing in said server (1 2) for checking 
30 for messages from said at least one HVAC de- 

vice (14); and 

means residing in said server for sending an 
alamn message to said entry device (10) when 
an alamn message is received from said at least 
35 one HVAC device. 

3. A system according to claim 2, further comprising 
means for automatically sending alannn messages 
from said at least one HVAC device (14) through 

^0 said server (12) to said entry device (10). 

4. A system according to claim 2, further comprising a 
first database in said server relating to a status of 
said at least one HVAC device. 

45 

5. A system according to claim 4, further comprising a 
second database which Includes at least one pass- 
word, at least one user name associated with said 
at least one password, and at said least one HVAC 

50 device associated with said at least one user name. 

6. A system according to claim 4 or 5, further compris- 
ing means for automatically updating said first da- 
tabase on a regular basis In the absence of said 

55 message from said entry device. 

7. A system according to any preceding claim, further 
comprising means for changing settings on said at 



25 



30 



45 



50 
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least one HVAC device (14) from said entry device 
(10). 

8. A system according to any preceding claim, where- 
in said entry device (10) is one of a handheld com- 
puter, a cell phone, and a personal data assistant. 

9. A system according to any preceding claim, where- 
in said communications access includes connec- 
tions over the Internet. 

1 0. A system according to any preceding claim, where- 
in said communications access includes connec- 
tions over the GSM network. 

11 . A system for remotely monitoring and controlling at 
least one HVAC device (14), comprising: 

a server ( 1 2) with communications access to an 
entry device (10) and said at least one HVAC 
device; 

querying means for querying said at least one 
HVAC device for status information when re- 
quested by a message from said entry device; 
means for sending said status information to 
said entry device in response to said querying 
means; 

means residing in said server for checking for 
messages from said at least one HVAC device; 
means residing in said server for sending an 
alamn message to said entry device when an 
alann message is received from said at least 
one HVAC device; 

means for automatically sending alarm mes- 
sages from said at least one HVAC device 
through said server to said entry device; 
a database in said server relating to a status of 
said at least one HVAC device; 
means for automatically updating said data- 
base on a regular basis in the absence of said 
message from said entry device; and 
means for changing settings on said at least 
one HVAC device from said entry device. 

12. A method for remotely monitoring and controlling at 
least one HVAC device (14), comprising the steps 
of: 

providing a server (12) with communications 
access to an entry device (1 0) and said at least 
one HVAC device; 

querying said at least one HVAC device for sta- 
tus information on a regular basis or when re- 
quested by a message from said entry device; 
and 

sending said status information to said entry 
device in response to said querying. 



13. A system according to claim 13, further comprising 
the steps of: 

checking for messages from said at least one 

s HVAC device (14); 

transfem'ng said messages from said at least 
one HVAC device to said server (12); and 
sending an alarm message from said server to 
said entry device when an alami message is 

10 received from said at least one HVAC device. 

14. A method for remotely monitoring and controlling at 
least one HVAC device (14), comprising the steps 
of: 

15 

providing a server (12) with communications 
access to an entry device (1 0) and said at least 
one HVAC device; 

querying said al least one HVAC device for sta- 
20 tus information on a regular basis or when re- 

quested by a message from said entry device; 
sending said status information to said entry 
device in response to said querying; 
checking for messages from said at least one 
25 HVAC device; 

automatically updating a database in said serv- 
er relating to a status of said at least one HVAC 
device on a regular basis in the absence of said 
message from said entry device; and 
30 changing settings on said at least one HVAC 

device from said entry device. 

1 5. A method according to claim 1 5, further comprising 
the steps of: 

35 

sending an alanm message to said entry device 
(10) when an alarm message is received from 
said at least one HVAC device (14); and 
automatically sending alamn messages from 
40 said at least one HVAC device through said 

server (12) to said entry device. 
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